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Anything that is in the world when you’re born is 

normal and ordinary and is just a natural part of 

the way the world works.



  

Anything that's invented between when you’re 

fifteen and thirty-five is 

new and exciting and revolutionary 

and you can probably get a career in it.



  

Anything invented after you're thirty-five is against 

the natural order of things.



  

 “I've come up with a set of rules that describe our 
reactions to technologies:

1.Anything that is in the world when you’re born is normal 
and ordinary and is just a natural part of the way the 
world works.

2.Anything that's invented between when you’re fifteen 
and thirty-five is new and exciting and revolutionary and 
you can probably get a career in it.

3.Anything invented after you're thirty-five is against the 
natural order of things.”

Douglas Adams, The Salmon of Doubt 



  

The UNIX philosophy

Doug McIlroy, Bell System Technical Journal 1978

http://emulator.pdp-11.org.ru/misc/1978.07_-
_Bell_System_Technical_Journal.pdf



  

The UNIX philosophy

Make each program do one thing well. To do a 

new job, build afresh rather than complicate old 

programs by adding new features.



  

The UNIX philosophy

Expect the output of every program to become the 
input to another, as yet unknown, program. 

Don't clutter output with extraneous information. 

Avoid stringently columnar or binary input formats. 

Don't insist on interactive input.



  

The UNIX philosophy

Design and build software, even operating 
systems, to be tried early, ideally within weeks. 
Don't hesitate to throw away the clumsy parts and 
rebuild them.



  

The UNIX philosophy

Peter H. Salus in “A Quarter-Century of Unix” (1994):

● Write programs that do one thing and do it well.

● Write programs to work together.

● Write programs to handle text streams, because 
that is a universal interface.

http://www.catb.org/~esr/writings/taoup/html/ch01s06.html
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hub
● Wrapper (embrace and expand) for git
● Better support for Github 

– fork, pull-requests, create repo, clone, …
– Tab Completion

● https://github.com/github/hub



  

DEMO TIME



  

$ hub clone igornikolic/BalCConLOC
Cloning into 'BalCConLOC'...
remote: Enumerating objects: 98, done.
remote: Counting objects: 100% (98/98), done.
remote: Compressing objects: 100% (68/68), done.
remote: Total 98 (delta 49), reused 66 (delta 26), pack-reused 0
Receiving objects: 100% (98/98), 1.18 MiB | 2.20 MiB/s, done.
Resolving deltas: 100% (49/49), done.

$ ls -al BalCConLOC 
total 1120
drwxr-xr-x 7 leyrer leyrer   4096 Sep 15 15:05 .
drwxrwxr-x 4 leyrer leyrer   4096 Sep 15 15:05 ..
-rw-r--r-- 1 leyrer leyrer  82457 Sep 15 15:05 balccon2k19.qxw
drwxr-xr-x 2 leyrer leyrer   4096 Sep 15 15:05 BalcconLights
drwxr-xr-x 2 leyrer leyrer   4096 Sep 15 15:05 BalcconLightsAnalogue
drwxr-xr-x 2 leyrer leyrer   4096 Sep 15 15:05 BalcconLightsMendel
drwxr-xr-x 2 leyrer leyrer   4096 Sep 15 15:05 BalcconLightsWS2812
drwxr-xr-x 8 leyrer leyrer   4096 Sep 15 15:05 .git
...



  

cd gpn19
git init
hub create -d "BALCCON2K19 Demo Repository" "BALCCON2K19Demo"
echo "# BALCCON2K19Demo" >> README.md
git add README.md
git commit -m "first commit"
git push -u origin master

[master (root-commit) 6ca5366] first commit
 1 file changed, 1 insertion(+)
 create mode 100644 README.md
Counting objects: 3, done.
Writing objects: 100% (3/3), 228 bytes | 228.00 KiB/s, done.
Total 3 (delta 0), reused 0 (delta 0)
To github.com:leyrer/BALCCON2K19Demo.git
 * [new branch]      master -> master
Branch 'master' set up to track remote branch 'master' from 'origin'.



  

$ hub issue create -m "Error 451 Unavailable for legal reasons" 
"BALCCON2K19 Demo Issue"
https://github.com/leyrer/BALCCON2K19Demo/issues/1

$ hub issue                                                           
            
      #1  Error 451 Unavailable for legal reasons

$ hub issue show 1
# Error 451 Unavailable for legal reasons

* created by @leyrer on 2019-09-15 13:09:07 +0000 UTC



  

lab
● Wrapper (embrace and expand) for git
● Better support for Gitlab (and Github)

– fork, pull-requests, create repo, clone, …
– Tab Completion

● https://github.com/zaquestion/lab



  



  

tig
● ncurses-based text-mode interface for git
● Browse Changes
● Pager for git commands

● https://jonas.github.io/tig/



  

DEMO TIME



  



  

lynis
● console-based 
● Auditing, system hardening, compliance testing
● hub clone CISOfy/lynis
● ./lynis audit system

● https://cisofy.com/lynis/



  



  

top
● Lists currently running processes on the system
● CPU, RAM load
● Refreshes every 3 seconds

● Default tool in most Linux distriutions



  



  

atop
● ASCII full-screen performance monitor
● With kernel module netatop, it even shows 

network activity per process/thread. 
● Permanent logging of resource utilization

● https://www.atoptool.nl/



  



  

htop
● Interactive process monitor
● Actively developed since 2004
● Tree view !!!

● http://hisham.hm/htop/



  

DEMO TIME



  



  

apachetop
● console-based 
● monitoring threads & overall performance 
● multiple Apache logfiles

● https://github.com/JeremyJones/Apachetop



  



  

ngxtop
● Console based 
● Real-time metrics for nginx server 

● https://github.com/lebinh/ngxtop



  

$ ngxtop
running for 411 seconds, 64332 records processed: 156.60 req/sec

Summary:
|   count |   avg_bytes_sent |   2xx |   3xx |   4xx |   5xx |
|---------+------------------+-------+-------+-------+-------|
|   64332 |         2775.251 | 61262 |  2994 |    71 |     5 |

Detailed:
| request_path                             |   count |   avg_bytes_sent |   2xx |   3xx |   4xx |   5xx |
|------------------------------------------+---------+------------------+-------+-------+-------+-------|
| /abc/xyz/xxxx                            |   20946 |          434.693 | 20935 |     0 |    11 |     0 |
| /xxxxx.json                              |    5633 |         1483.723 |  5633 |     0 |     0 |     0 |
| /xxxxx/xxx/xxxxxxxxxxxxx                 |    3629 |         6835.499 |  3626 |     0 |     3 |     0 |
| /xxxxx/xxx/xxxxxxxx                      |    3627 |        15971.885 |  3623 |     0 |     4 |     0 |
| /xxxxx/xxx/xxxxxxx                       |    3624 |         7830.236 |  3621 |     0 |     3 |     0 |
| /static/js/minified/utils.min.js         |    3031 |         1781.155 |  2104 |   927 |     0 |     0 |
| /static/js/minified/xxxxxxx.min.v1.js    |    2889 |         2210.235 |  2068 |   821 |     0 |     0 |
| /static/tracking/js/xxxxxxxx.js          |    2594 |         1325.681 |  1927 |   667 |     0 |     0 |
| /xxxxx/xxx.html                          |    2521 |          573.597 |  2520 |     0 |     1 |     0 |
| /xxxxx/xxxx.json                         |    1840 |          800.542 |  1839 |     0 |     1 |     0 |



  

mytop
● Console based 
● threads and overall performance 
● MySQL 3.22.x, 3.23.x, and 4.x server

● https://jeremy.zawodny.com/mysql/mytop/



  



  

pg_top
● Console based 
● top cpu PostgreSQL processes

● sudo yum install pg_top
● sudo apt-get install pgtop
● https://git.postgresql.org/gitweb/?p=pg_top.git;a=summary



  



  

powertop
● Console based 
● Diagnose issues related to power consumption 

and power management

● https://01.org/powertop/



  

DEMO TIME



  



  

iotop
● Python program with a top like UI
● Current I/O usage by processes or thread

● http://guichaz.free.fr/iotop/



  



  

iftop
● Console based 
● „Does for network usage what top(1) does for 

CPU usage”
● sudo iftop -i wlp3s0

● http://www.ex-parrot.com/pdw/iftop/



  

DEMO TIME



  



  

Nethogs
● Console based 
● Groups bandwidth by process

● https://github.com/raboof/nethogs



  



  

ss – socket statistics
● Console based 
● netstat replacement
● Part of Iproute2 package

● https://wiki.linuxfoundation.org/networking/iproute2



  

DEMO TIME



  



  

dstat
● Console based
● versatile replacement for vmstat, iostat and 

ifstat

● http://dag.wiee.rs/home-made/dstat/



  

DEMO TIME



  



  

saidar
● Console based 
● System statistics overview

● https://libstatgrab.org/



  



  

discus
● Console based 
● Colourised Disk Space Usage

● http://www.raincrazy.com/software/discus



  



  

nmon
● Console based 
● Monitor anything
● Data Analysis 

● http://nmon.sourceforge.net/pmwiki.php



  

DEMO TIME



  



  



  



  

kubetail
● Console based 
● Validate format, select portions, transform with 

XSLT, edit XML

● https://github.com/johanhaleby/kubetail



  



  

colorex
● Console based 
● Colorize output
● cat access_log | colorex yellow:404

● https://github.com/aereal/colorex



  



  

lolcat
● console-based 
● Rainbows and unicorns! 

● https://github.com/busyloop/lolcat



  

DEMO TIME



  



  

HTTP Prompt
● Interactive HTTP client
● Autocompletion
● Syntax highlighting
● Based on HTTPie(!) and prompt_toolkit
● http://http-prompt.com/



  

DEMO TIME



  

$ http-prompt http://httpbin.org                                      
Version: 1.0.0                                                        
http://httpbin.org> cd post                                           
http://httpbin.org/post> Authorization:'Bearer accesstoken'           
http://httpbin.org/post> Content-Type:application/json                
http://httpbin.org/post> username=foo password=bar                    
http://httpbin.org/post> httpie post                                  
http POST http://httpbin.org/post password=bar username=foo 
'Authorization:Bearer accesstoken' Content-Type:application/json      
http://httpbin.org/post> post                                         
HTTP/1.1 200 OK                                                       
…
Content-Type: application/json                                        
{
    "args": {}, 
    "data": "{\"password\": \"bar\", \"username\": \"foo\"}", 
    "files": {}, 
    "form": {}, 
    "headers": {
        "Accept": "application/json, */*", 
        "Accept-Encoding": "gzip, deflate", 



  



  

XMLStarlet
● Console based 
● Transform, query, validate, and edit XML 

documents

● http://xmlstar.sourceforge.net/overview.php



  

DEMO TIME



  

curl -s https://2k19.balccon.org/schedule.xml | xmlstarlet sel -
t -m '/schedule/day/room/event' -v "title" -n
Opening
The Road to Hell is Paved with Bad Passwords
No More Whack-a-Mole: How to Find and Prevent Entire Classes of Security Vulnerabil
ities
Infotainment systems hacking
Digital (Anti-)Forensics
Legitimate tools or weapons of mass compromise?
A BEAST and a POODLE celebrating SWEET32
spispy: Open source SPI flash emulation
Ultimate Mobile OPSEC
RPKI Validation
seccomp — Your Next Layer of Defence
Lessons learned while Pentesting Travel Industry
Intro: BalCCon Beginner CTF
Looking through Muddy Waters: Insight into TTPs of a Middle Eastern threat actor
The leak of billions of passwords



  

Ultimate Plumber
● Console based 
● Writing Linux pipes with instant live preview

● https://github.com/akavel/up



  

DEMO TIME



  



  

reptyr
● Console based 
● re-pty programs
● reptyr PID

● https://github.com/nelhage/reptyr



  

DEMO TIME



  



  

ttyd
● Console based 
● Share your terminal over the web

● https://tsl0922.github.io/ttyd/



  



  

WTF
● Console based 
● Personal information dashboard

● https://wtfutil.com/



  



  

no-more-secrets
● Console based 
● For the visit from the TV studio

● https://wtfutil.com/



  

DEMO TIME



  



  

Questions, Tipps, More Tools?
Martin Leyrer

https://martin.leyrer.priv.at

@leyrer on Twitter

@leyrer@chaos.social on Mastodon
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