
  

Besser leben mit SSH



  

#GPN20

@LEYRER
https://martin.leyrer.priv.at



  



  

Helft mir !!!
● Reicht Talks und Workshops ein
● Ich helfe gerne

– Themenfindung
– CfP Formulierung
– Präsentation bauen
– Präsentation Testlauf



  

Command Line Syntax

If a <newline> follows the <backslash>, the 
shell shall interpret this as line continuation.

The Open Group Base Specifications Issue 7, 
2018 edition; IEEE Std 1003.1-2017 (Revision 
of IEEE Std 1003.1-2008)



  

\ Example

Regular

$ ls -a -l -t /tmp

With Backslash

$ ls \
    -a \
    -l \
    -t \
    /tmp



  

Besser leben mit SSH



  

ssh leyrer@ssh.example.com



  

ssh 
leyrer@hziulquoigmnzhah.com



  

ssh_config(5)

1. command-line options

2. user's configuration file (~/.ssh/config)

3. system-wide configuration file

 (/etc/ssh/ssh_config)



  

~/.ssh/config



  

Hostname Aliases

 Host demo

     HostName ssh-server.example.com



  

Hostname Aliases

 Host demo d1 popocatepetl

     HostName ssh-server.example.com



  

Hostname Aliases

 Host smtp imap www

     HostName %h.example.com



  

No Usernames

 Host demo bastion

     HostName ssh-server.example.com

     User leyrer



  

ssh leyrer@ssh.example.com

ssh demo



  

No Passwords

SSH Public Key authentication



  

Asymmetric Cryptography

● public key 

– on the SSH server(s)

● private key

– on the PC/Laptop



  



  

ssh-keygen

$ ssh-keygen -t ed25519 \
    -a 420 \
    -f ~/.ssh/demo.ed25519 \
    -C "Dem leyrer sein key (gpn20)"



  

ssh-keygen output
Generating public/private ed25519 key pair.
Enter passphrase (empty for no passphrase): 
Enter same passphrase again: 
Your identification has been saved in /home/leyrer/.ssh/demo.ed25519
Your public key has been saved in /home/leyrer/.ssh/demo.ed25519.pub
The key fingerprint is:
SHA256:x9IvXWUWA6fNcyY+AqkDwpdCf2LPOHzLEzakFl0YQlY Dem leyrer sein key (gpn20)
The key's randomart image is:
+--[ED25519 256]--+
|    ..+.Eo.  ..+ |
|   o o +.. .  = o|
|    + O + o  ..+*|
|     * @ + . . *o|
|      * S + . +  |
|     . = B o o . |
|        + . o    |
|         . .     |
|                 |
+----[SHA256]-----+



  

ssh-keygen output

Generating public/private ed25519 key pair.

Enter passphrase (empty for no passphrase): 

Enter same passphrase again:



  

ssh-keygen Ergebnis

/home/leyrer/.ssh/demo.ed25519

/home/leyrer/.ssh/demo.ed25519.pub



  

demo.ed25519.pub

ssh-ed25519 

AAAAC3NzaC1lZDI1NTE5AAAAIKoBO3NrfLS8Z

qWXWv9Uwf12B7QiaiMEs6N2F9f7PNln Dem 

leyrer sein key (gpn20)



  

demo.ed25519
-----BEGIN OPENSSH PRIVATE KEY-----

b3BlbnNzaC1rZXktdjEAAAAACmFlczI1Ni1jdHIAAAAGYmNyeXB0AAAAGAAAABCErro6Gn

+4QcKJBPVP1mBhAAABpAAAAAEAAAAzAAAAC3NzaC1lZDI1NTE5AAAAIKoBO3NrfLS8ZqWX

Wv9Uwf12B7QiaiMEs6N2F9f7PNlnAAAAsKTg+ottej8vMxFm81qAQRhrtZeq7pLoT4psCZ

BwBvXSR/KA3w9zHpEoOyVxReUJpcHICu5wXKvuit2t6A/O+rP24ZzFdcWmc97ONBmMTjCA

1+Z6Ff8xKMb/MCaeLnOnEsK/p2XM708/2wKKEsmgmieGkQvCDLLWCGHKF8oAiY5l9qEJAx

YLZnPcINuRj0X7G305slYu0gCmzC2YKFzoN7Vd78VlS/H8o54uoWos0n3o

-----END OPENSSH PRIVATE KEY-----

Never do this !!!



  

Asymmetric Cryptography

● public key 

– on the SSH server(s)

● private key

– on the PC/Laptop



  

Public/Private Key

● They are free !!!

● Create one for each server, customer 

or service you connect to.



  

ssh-copy-id

ssh-copy-id \

    -i ~/.ssh/demo.ed25519.pub \

    demo



  

Manual Copy

● copy content of local 

~/.ssh/demo.ed25519.pub

● paste it into ~/.ssh/authorized_keys on 

servers



  

Connect

ssh \

    -i ~/.ssh/demo.ed25519 \

    demo



  

Private Key - Less Typing

Host demo bastion

    PreferredAuthentications publickey

    IdentityFile ~/.ssh/demo.ed25519



  

~/.ssh/config

Host demo bastion

    HostName ssh.example.com

    User leyrer

    PreferredAuthentications publickey

    IdentityFile ~/.ssh/demo.ed25519



  

Connect

ssh demo



  

Connect

ssh demo

Enter passphrase for key 

'/home/leyrer/.ssh/demo.ed25519': 



  

ssh-agent(1)

● stores unencrypted keys in memory

● communicates via  sockets

● GNOME Keyring, Kwallet, ... include ssh-agent 

functionality



  

ssh-add(1)

● adds private key identities to ssh-agent

● “-c” ask for permission before use

● “-d” removes key from ssh-agent



  

Connect without passphrase

ssh-add ~/.ssh/demo.ed25519

ssh demo



  

Passwordless Benefit

Remote auto completion !!!



  

Keys & Agent @ Windows

● puttygen
● pagent
● putty



  



  



  



  

~/.ssh/config Magic

● For each parameter, the first obtained value will be 

used.

● more host-specific declarations should be given near 

the beginning of the file

● general defaults at the end



  

Per Domain
Host *.test.example.com

    IdentityFile ~/.ssh/test-id.ed25519

Host unicorn.prod.example.com

    IdentityFile ~/.ssh/pinkfluffy-id.ed25519

Host *.prod.example.com

    IdentityFile ~/.ssh/prod-id.ed25519



  

Sane Defaults
Host demo bastion

    HostName ssh.example.com

    User leyrer

    PreferredAuthentications publickey

    IdentityFile ~/.ssh/demo.ed25519

…

Host *

    IdentitiesOnly yes

    UseRoaming no

    SendEnv LANG LC_*

    Compression yes



  

~/.ssh/conf.d/

● multiple files (eg. one per customer/service)

● same syntax as ssh_config(5)

● sorted by filename



  

Bastion/Jump Hosts



  



  

Manual “Jumping”

$ ssh bastion

Welcome to demo.example.com

leyrer@demo:~$ ssh target.local

Welcome to target.local

leyrer@target:~$ 



  

Explicit “Jumping”

$ ssh -J bastion target.local



  

Elegant “Jumping”
Host demo bastion

    HostName ssh.example.com

    User leyrer

    PreferredAuthentications publickey

    IdentityFile ~/.ssh/demo.ed25519

Host internal

    HostName target.local

    ProxyJump bastion

    User leyrer

    PreferredAuthentications publickey

    IdentityFile ~/.ssh/demo.ed25519

    



  

Jump

$ ssh internal



  

Jump Fallback

ssh \

    -o ProxyCommand="ssh -W %h:%p bastion" \

     target.local

.ssh/config:

    Host internal    

        ProxyCommand ssh -W %h:%p bastion



  

Agent Forwarding

ssh -A \

    -o ProxyCommand="ssh -W %h:%p bastion" \

     target.local

.ssh/config:

    Host *

        ForwardAgent yes



  

ssh-audit

● output algorithm information

● output algorithm recommendations

● output security information

● analyze SSH version compatibility

https://github.com/arthepsy/ssh-audit/



  

guardian-agent 

● more-constrained agent forwarding

● can safely be enabled on any connection

● can be used alongside Mosh or SSH

https://github.com/arthepsy/ssh-audit/



  



  

Guardian Agent



  

Fragen, Anregungen, weitere Tools?
Martin Leyrer

https://martin.leyrer.priv.at

@leyrer

@leyrer@chaos.social


