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e macht seit 40 Jahren was mit Computern
s CP/M, Sinclair ZX Spectrum, C64
= Amiga, OS/2, Lotus Notes

e verdient seit 30 Jahren Geld damit

e Palliative Systemadministration
e Linuxseit~ 1993

= Linux Kernel < 1.0
= 1995 thread support manuell in den Kernel gepatcht
e Windows nur gegen Schmerzensgeld

e vi,ich hab schon ein Betriebssystem

e Sucht immer noch einen NeXTcube
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Christoph Stoettner (stoeps)

e Macht seit 30 Jahren was mit Computern
= Amiga, OS/2, Linux
= Beruflich auch Windows (wenn es sein muss)

e Started with Linux/ OSS around 1994/1995

¥ christoph.stoettner@stoeps.de ®» Linux Kernel < 1.0

in linkedin.com/in/christophstoettner s Slackware

LY stoeps.de

e magvi,vim neovim
@ @stoeps@infosec.exchange

s 7zu doof fur emacs
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Jeder ist agil

Ein paar Management Layer und Micromanagement

Im Zweifelsfall ist die Verwendung von Jira agil genug
"lhr seid jetzt Ende zu Ende verantwortlich"

Oder man benennt schon einmal die Teams in Tribes um

"Standup” statt "Joure Fix", Scrum-Master statt Projektmanager
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Agile Manifesto

Individuals and interactions over processes and tools
Working software over comprehensive documentation
Customer collaboration over contract negotiation

Responding to change over following a plan
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Enterprise Agile frameworks

e Kanban Maturity Model with Portfolio Kanban etz @) T Gﬁm
e SAFe (Scaled Agile Framework) . s 'i m = :“MT ddddddd =

e LeSS (Large Scale Scrum)
e Scrum@Scale (SaS)
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Agility

Sportart fur Hunde, beil der ein Hund einen Parcours
mit Hindernissen zu bewaltigen hat, wobei der
Besitzer nebenher mitlauft.
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Job Anzeigen und ihre Auswiuchse

e |BM forderte 2022 12 Jahre Kubernetes Knowhow

mmm The Cyber Security Hub™
= Kubernetes wurde 2024 10 Jahre alt Lol

1,155,230 followers

« Hands-on experience on setting up Kubernetes platform,
deploying microservices and other web applications, and
managing secure secrets along with container orchestration using
Kubernetes

e FastAPI| Developer

‘ Sebastian Ramirez k4
@tiangolo
| saw a job post the other day. &

It required 4+ years of experience in FastAPl. g

| couldn't apply as | only have 1.5+ years of
experience since | created that thing. &

Maybe it's time to re-evaluate that "years of
experience = skill level". ¢

1:40 PM - Jul 11, 2020 ()
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AT: Diplomlehrgang Human Resource Management

e Zielgruppe
= Personen ohne einschlagige HR-Qualifikation, die im HR-Bereich tatig sein wollen
= FUhrungskrafte, die fur Personalaufgaben verantwortlich sind bzw. diese in Zukunft Gbernehmen werden

= Mitarbeiterlnnen aus der Personalverrechnung, die ihren Tatigkeitsbereich verbreitern mochten
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\ VEGARD IT

Universal Blue

e https://universal-blue.org/ L universal blue
e Build Umgebung fur eigene Images auf Basis von Fedora Atomic Powered by the future, devarsng
Desktop

e Aurora (KDE)

Blue/in

The next generation Linux workstation,
designed for reliability, performance, and

e Project Bluefin (Gnome) -

e Bazzite (Linux Gaming)

e [mages fur spezielle Hardware
= Nvidia Support
= Steamdeck
= Framework Laptop
= und vieles mehr (Surface, Asus)

e Mittels rebase kann man von jeder Silverblue Variante diese Images
testen

@ B © (@stoeps@infosec.exchange #froscon2024 #atomic-desktop 10 / 50



\ VEGARD IT

Bazzite

il - bozz ite

A-”

BT . o ‘- ORTHSTA The next generation of Linux Gaming for all of your devices -

including your favorite handheld.

+ ([

Play Your Favorites Expanded Hardware Support
Titanfall® 2
Bazzite comes ready to rock with Support for handhelds PCs, Nvidia
Steam and Lutris pre-installed, drivers and the latest Mesa for AMD
WHAT'S NEW ERIENI Steam Game Mode, HDR support for & Intel pre-installed, and numerous
AMD GPUs, and numerous tweaks applied as needed to ensure
IN-GAME EV community-developed tools for your your games just work.

VISIT WEBSITE

@ B © (@stoeps@infosec.exchange #froscon2024 #atomic-desktop 11 /50



SO0

Project Bluefin

project

Bluefin

The next generation Linux workstation, designed for reliability,
performance, and sustainability.

) </>

For You For DEVE'UDEFS

Bluefin Is a custom image of Fedora Container focused workflows to get
Silverblue offering the best of both you started depending on where
worlds: The reliability and ease of you're coming from, or bring your
use of a Chromebook and the powel own. Wield the industry’'s leading
of a GNOME desktop. tools at your fingertips.

VISIT WEBSITE

@stoeps@infosec.exchange

#froscon2024

jorge@bluefin.

os Nolfli 2

host NEURON
Kernel 6.6.13
uptime 5

pkgs

memory SB46M J

#atomic-desktop

VEGARD
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VEGARD

Technische Grundlagen

e OSTree-enabled OCI| compliant images
e Hosted auf ghcr.io
= 90 Tage Image Archiv
= |[mages sind signiert mit cosign
e Kernel Module vorinstalliert (je nach Image Nivida, Framework etc)
e Daten und Applikationen getrennt
e Rebase zuruck zu Fedora jederzeit ohne Neuinstallation moglich
e Keine eigene Distributionen

= Angepasste Layer, die man auch wieder entfernen kann

@ ®) © @stoeps@infosec.exchange #froscon2024 #atomic-desktop 137 30
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rpm-ostree

e rpm-ostree ist ein hybrides Image-/Paketsystem
= kombiniert libostree und libdnf
= atomare und sichere Upgrades mit lokaler RPM-Paketschichtung (Layer)
e Rebase
e Rollback
= temoraer: Reboot and select prior version
= permanent: rpm-ostree rollback
e Pinning von Images

= [ch pinne unregelmassig, aber damit habe ich immer mindestens ein
funktionierendes Image

= Theoretisch, ich habe in 8 Monaten keinen Rollback durchgefuhrt

@stoeps@infosec.exchange #roscon2024

rpm-ostree

#atomic-desktop

VEGARD
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rpm-ostree, libostree und libdnf

rpm-ostree (daemon + CLI)

sstatus

*upgrade
‘roliback

*pkg layering
*initramfs

libostree (image system)

CAPI, hardlink fs trees, system repo,
commits, atomic bootloader mago

(@stoeps@infosec.exchange

libdnf(pkg system)

sties together libsolv (SAT solver)
*with librepo (RPM repo downloads)

#froscon2024

#atomic-desktop

\/ VEGARD IT
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rpm-ostree

e Weisser Punkt zeigt das aktuell gebootet Image

e Eswird ein weiteres Image vorgehalten (2. inder

Liste)

e Drittes Image P1nned: yes bleibt zusatzlich

Pin Image

sudo ostree admin pin ©

Unpin Image

sudo ostree admin pin -u 2

(@stoeps@infosec.exchange

#froscon2024

\ VEGARD IT

stoepsa@lnx-stwsh
State: 1idle
Deployments:
ostree-image-signed:docker: //ghcr.io/stoepsl3/ublue-stoeps-nvidia:latest
Digest: sha256:221efd723e4e938888a380c3259e423F4174d0957331d0046eaB8d3100134ad97
Version: 40.20240807.0 (2024-08-07T07:18:287)

Diff: 96 upgraded, 82 removed, 58 added

BEEE) rpm-ostree

e ostree-image-signed:docker: //eghcr.io/stoepsl3/ublue-stoeps-nvidia:latest
Digest: sha256:593458874fbaecdl17a68392605efd604733192164db68e90627c4fbfe29achcB
Version: 48.20240801.0 (2024-08-01T18:22:417)

ostree-image-signed:docker: //ghcr.io/stoepsl3/ublue-stoeps-nvidia:latest
Digest: sha256:3ceeB03B5166b30c7287a05¢cal32¢c235f20aa2edd34048e0d3b2324d4FcT78b0B
Version: 4@.20240801.0 (2024-08-01T05:53:20Z)

ostree-image-signed:docker: //ghcr.io/stoepsl3/ublue-stoeps-nvidia:latest
Digest: sha256:ccdl12183c2e883baal®bb627e3bdBc3icbdBet3at7e6826btbO5+3615b90dT+75a0
Version: 40.20240525.0 (2024-05-27T11:22:27Z)
Pinned: yes

rpm-ostree status

#atomic-desktop
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Beispiel unpin und pin (1)

ostree-image-signed:docker://ghcr.io/stoepsl3/ublue-stoeps-main:latest
Digest: sha256:ce@027dd2a7624296b0033clee4c040805d5268701c96d74842187171a3c4abft
Version: 40.20240719.0 (2024-07-19T17:14:142Z)
Pilnned: yes Py
stoepsastoeps-t470 .dotfiles » b main sudo ostree admin pin -u 2 (1)
|sudo] password for stoeps: -
Deployment 2 1s now unpilnned
stoepsastoeps-t470 .dotfiles b main rpm-ostree status
State: 1idle
Deployments:
@ ostree-image-signed:docker://ghcr.io/stoepsl3/ublue-stoeps-sericea-main:latest
Digest: sha256:d8d4ced786e3d1775a31e578f9399%e0cee892fc@b5649382e67a1d576cc08f1c
Version: 40.20240803.0 (2024-08-04T13:32:20Z)

ostree-image-signed:docker://ghcr.io/stoepsl3/ublue-stoeps-sericea-main:latest
Digest: sha256:5cf41c504btba7ae@bc5961c99f8e651f35a00bbd3abaft9666eb33b7a65412154
Version: 40.20240801.0 (2024-08-01T718:20:512)

ostree-image-signed:docker://ghcr.io/stoepsl3/ublue-stoeps-main:latest
Digest: sha256:ce@027dd2a7624296b0033clee4c040805d5268701c96d74842187171a3c4abft
Version: 40.20240719.0 (2024- @? 19T17: 14 142) =

I e A+ £al1aAaes H m~aamn o ~ ~ - 1 N

@stoeps@infosec.exchange #froscon2024 #atomic-desktop
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Beispiel unpin und pin (2)

QOGO ~/ . dotfiles » U main + sudo ostree admin pin 2
Deployment 2 1s now pilnned

stoepsastoeps-t470 rpm-ostree status
State: 1idle
Deployments:
@ ostree-image-signed:docker://ghcr.io/stoepsl3/ublue-stoeps-sericea-main:latest

Digest: sha256:d8d4ced786e3d1775a31e578f9399e0cee892fc@b5649382e67a1d576cc@8f1c
Version: 40.20240803.0 (2024-08-04T13:32:20Z)

ostree-image-signed:docker://ghcr.io/stoepsl3/ublue-stoeps-sericea-main:latest
Digest: sha256:5ct41c504btba’7ae@bc5961c991t8e65135a00bbd3abat9666eb33b7a65412154
Version: 40.20240801.0 (2024-08-01T718:20:51Z)

ostree-image-signed:docker://ghcr.io/stoepsl3/ublue-stoeps-main:latest
Digest: sha256:ce0027dd2a7624296b0033clee4c040805d5268701c96d74842187171a3c4abf
Version: 40.20240719.0 (2024-07-19T17:14:14Z)
Pinned: yes

@ B © (@stoeps@infosec.exchange #froscon2024 #atomic-desktop 18 / 50



\ VEGARD IT

Rebase des Systems

# rebase to special tag
rpm-ostree rebase ostree-image-signed:docker://ghcr.io/stoepsl3/bluefin-dx:39-20231217

# rebase Bluefin-dx (Developer edition) latest
rpm-ostree rebase ostree-image-signed:docker://ghcr.io/stoepsl3/bluestoeps-dx:latest

# rebase auf Ublue-os main image
rpm-ostree rebase ostree-image-signed:docker://ghcr.io/ublue-os/sericea-main:latest

# rebase auf custom bluefin image latest
rpm-ostree rebase ostree-image-signed:docker://ghcr.io/stoepsl3/bluestoeps-dx:latest

# rebase auf custom image mit universal-blue template
rpm-ostree rebase ostree-image-signed:docker://ghcr.io/stoepsl3/ublue-stoeps-main:latest

# rebase auf sway wm image (custom, latest)
rpm-ostree rebase ostree-image-signed:docker://ghcr.io/stoepsl3/ublue-stoeps-sericea-main:latest
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VEGARD

Layer mit rpm-ostree

e rpm-ostree kann auch geanderte lokale Images per commit in neue Images verwandeln (analog Container)
e Dateisystem

= /etc mutable Konfigurationsverzeichnis

= /usr Read-only (Binaries und Data)
= /var All anderen Stati

= /opt muss man beim Image build erstellen, oder nach /vax/opt umziehen

@ ®) © @stoeps@infosec.exchange #froscon2024 #atomic-desktop 20 / 30
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Build your own Image

e https://github.com/ublue-os/image-template
= Erstellt images auf Basis von Containerfile

e Blue build: https://blue-build.org

= Build Gber yaml Datei(en), modular erweiterbar

o Recipes / Rezepte werden in Containerfile Ubersetzt

s https://github.com/blue-build/template

-
»y

e Die folgenden Beispiele nutzen Blue Build

@ B © (@stoeps@infosec.exchange #froscon2024 #atomic-desktop 21 1 50






