A

P

e

C

U
liar S
S
H
(
1
)



Hbsidesljubljana!

@leyrer

(@MaclLemon



https://twitter.com/hashtag/bsidesljubljana
https://twitter.com/hashtag/bsidesljubljana
https://twitter.com/leyrer
https://twitter.com/leyrer
https://twitter.com/MacLemon
https://twitter.com/MacLemon

Raise your hand!



Peculiar SSH(1 )



From Zero to Hero™*ine

14:00 - 16:00

SSH beginners’ workshop



Prerequisites

We won’t cover these anymore...




~/.ssh/config



public-key authentication

Ed2959519 or RSA



Port Forwardings



scp(1), sftp(1)



Crypto Config

kex, mac, key, cipher, cipher-auth



SSH(1)



SSH(1)



Peculiar SSH






tar ¢f - ./files | xz | pv | \
ssh box cat "»" files.tar.xz



tar ¢f - ./files | xz | pv | \
ssh -0 "Compression no" box \
cat "»" files.tar.xz



16MiB 0:00:26 | 123KiB/s] [ <=> |



yes BSides | pv | \
ssh box "cat > /dev/null”



Two-Factor Authentication



Pictures of RSA Tokens
onh VVebcams

(Google Image Search)


https://www.google.nl/search?q=rsa+token+webcam
https://www.google.nl/search?q=rsa+token+webcam
https://www.google.nl/search?q=rsa+token+webcam
https://www.google.nl/search?q=rsa+token+webcam










152126?44




Time base One-Time Pads






apt—get 1nstall google—-authenticator

Debian flavored Tux



*BSD Ports:

graphics/libgrencode
security/pam_google_authenticator

Beastie



auth optional /usr/local/lib/

pam_google_authenticator.so
/etc/pam.d/sshd



AuthenticationMethods \

publickey, keyboard-interactive
PasswordAuthentication no
ChallengeResponseAuthentication yes

/etc/ssh/sshd_config




S google—authenticator



Live Demo



/ google—authenticator



actor Authentication




multiple public keys



AuthenticationMethods \
publickey,publickey

/etc/ssh/sshd_config




IdentityFi1le ~/.ssh/foo
IdentityFile ~/.ssh/bar
IdentityFile ~/.ssh/baz

~/.ssh/ssh_config



-1 ~/.ssh/foo \
-1 ~/.ssh/bar \
-1 ~/.ssh/baz

interactive



AuthenticationMethods \
publickey, publickey, keyboard-interactive

/etc/ssh/sshd_config




/ multiple public keys






Bastion Hosts



Live Demo



| Bastion Hosts



HostKey rotation

OpenSSH 6.8+



/etc/sshd_config

HostKey /etc/ssh/ssh_host_rsa_key
HostKey /etc/ssh/ssh_host_ecdsa_key
HostKey /etc/ssh/ssh_host_dsa_key
HostKey /etc/ssh/ssh_host_ed25519_key

H H #H #H



/etc/sshd_config

HostKey /etc/ssh/ssh_host_rsa_key

# HostKey /etc/ssh/ssh_host_ecdsa_key
# HostKey /etc/ssh/ssh_host_dsa_key
HostKey /etc/ssh/ssh_host_ed25519_key



/etc/sshd_config
HostKey /etc/ssh/ssh_host_rsa_2017_key
HostKey /etc/ssh/ssh_host_rsa_2018_key

HostKey /etc/ssh/ssh_host_ed25519_2017_key
HostKey /etc/ssh/ssh_host_ed25519_2018_key



sshd_config

# HostKey /etc/ssh/ssh_host_ed25519_2017_key
HostKey /etc/ssh/ssh_host_ed25519_2018_key

# HostKey /etc/ssh/ssh_host_rsa_2017_key
HostKey /etc/ssh/ssh_host_rsa_2018_key



UpdateHostKeys

~/.ssh/config



HOST
UpdateHostKeys ask

~/.ssh/config



/ HostKey rotation
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Legacy Systems



Host vintagebox

KexAlgorithms +diffie-hellman-groupl-shal
Ciphers +3des-cbc
PubkeyAcceptedKeyTypes +ssh-rsa



SoH [.4p1



Bye bye SSHv

SSH server



- u) | — [mobile}

natches for host

' UN
rxn

-

;.-CQ 0 #Xpioit S5 5 g LESSTUL,
iNng root password te "21.’.101”
&R open: Rccess Level <O
* SSh ?4,3,?,? -1 roet
‘WIN_.2.2.2°s password:

"
t
o
-

-

*~LONTROL> disable grid nedes. 21 -148
Uarnmg Disabling nodes 21-& will discmt sectcr 11 (27 n‘es)

ARE YOU SURE? (y/n) y

Grid Mode 21 offline, _.
Grid Mode 22 offliue.
Erid Mode 23 offline

il B P




Bye bye 3des-cbc

SSH client



Bye bye
pre—authentication
compression

SSH server



The Future...

OpenSSH 7.5+



SSH v. | protocoIT



RC4, Blowfish T
RIPE-MD 160




RSA < | .024bitsT



privilege separation required

sshd



OpenSSL > 1.0.1



You have been warned!



Questions!



More questions...

...over a beverage!



Thanks #bsidesljubljana!

@leyrer @MacLemon


https://twitter.com/hashtag/bsidesljubljana
https://twitter.com/hashtag/bsidesljubljana
https://twitter.com/leyrer
https://twitter.com/leyrer
https://twitter.com/MacLemon
https://twitter.com/MacLemon
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Debugging

Y U NO CONNECT?




ssh -G <Host>»

Is ~/.ssh/config working?



ssh —Vv <HostUT>»

verbosity, up to 3%
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SSHecurity Config

ssh_config(5), sshd_config(5)




Key Exchange Algorithms

KexAlgorithms



ssh —-Q kex

ssh 6.3+



$ ssh -Q kex
diffie-hellman-groupl-shal
diffie-hellman-groupi14-shal
diffie-hel lman-group14-shaZ56
diffie-hel lman-group16-shab1?2
diffie-hellman-group18-shab1?2
diffie-hellman-group—-exchange-shal
diffie-hellman-group—-exchange—-sha2st
ecdh-shaZ2-n1stp256
ecdh-shaZ2-nistp384
ecdh-shaZ2-nistpo21
curve259519-sha256
curve2o919-shaz2d6@l ibssh.org



$ ssh -Q kex

diffie-hellman-groupi14-shal
diffie-hel lman-group14-shaZ56
diffie-hel lman-group16-shab1?2
diffie-hellman-group18-shab1?2
diffie-hellman-group—-exchange-shal
diffie-hellman-group—-exchange—-sha2st
ecdh-shaZ2-n1stp256
ecdh-shaZ2-nistp384
ecdh-shaZ2-nistpo21
curve259519-sha256
curvezbo19-shal2o0@]l 1bssh.org



dlffle hel lman—-group14-shalob
diffie-hel lman-group16-shab1?2
diffie—hel1man—group18—sha512

dlffle hel lman—-group-exchange—-sha2s6
ecdh-shaZ2-n1stp256
ecdh-shaZ2-nistp384
ecdh-shaZ2-nistpo21

curvez259519-sha2s6
curvezbo19-shal2o0@]l 1bssh.org



dlffle hel lman—-group14-shalob
diffie-hel lman-group16-shab1?2
diffie—hel1man—group18—sha512

dlffle hel lman—-group-exchange—-sha2s6

eedh—shazZ—rIstpZ2ob6
eedh—shaZ—rIstp384
eedh—shazristpozd
curve25519-sha2b6t
curve2o919-shaz2d6@l ibssh.org



diffie-hel lman-group14-shaZ56
diffie-hel lman-group16-shab1?2
diffie-hellman-group18-shab1?2

diffie-hellman-group-exchange-sha256
eedh—shazZ—rIstpZ2ob6
eedh—shaZ—rIstp384
eedh—shazristpozd
curvez259519-sha2s6
curvezbo19-shal2o0@]l 1bssh.org



/etc/ssh/moduli

# $O0penBSD: moduli,v 1.8 2012/08/29 05:06:54 dtucker Exp $

# Time Type Tests Tries Size Generator Modulus

20120821044040 2 6 100 1023 5

D92 7TDAA27DB131C03B108D41AT6B4DASACEECCCAET3D2E48CEDAAA TOBOOEF OF 04F BO20DCF 36C51B8E485B26F ABEQ33TE24232BE4F4E693548310244937433FB1 A5 758195DC73B
84ADEF82374'712C46747TDTODCOA2CF8AS TCESDBD8F 466A20F 8551E7B1B824B2E4987A8816D9BCOT41C2798F SEBAD3ADEBCCT8F CECATTOE2ECOF

20120821044046 2 6 100 1023 2

D927 TDAAZ27DB131C03B108D41AT6B4DASACEECCCAET3D2E48CEDAAATOBOOEF OF 04F BO20DCF 36C51B8E485B26F ABEQ33TE24232BE4F4E693548310244937433FB1 A5 758195DCT3B
84ADEF82374'712C46747TDTODCOA2CF 8AS TCESDBD8F 460A20F 8551E7B1B824B2E498TA8816D9BCO741C2798F SEBAD3ADEBCCT8FCEGAT'T11F2C6B

20120821044047 2 6 100 1023 2

D92 7TDAA27DB131C03B108D41AT6B4DASACEECCCAET3D2E48CEDAAA TOBOOEF OF 04F BO20DCF 36C51B8E485B26F ABEQ33TE24232BE4F4E6935483102449037433FB1 A5 758195DC73B
84ADEF82374'712C46747TDTODCOA2CF8AS TCEBDBD8EF 4660A20F 8551E7B1B824B2E498TA8816D9BCO741C2798F SEBAD3ADEBCC T8FCEGAT' 11225323

20120821045107 2 6 100 1535 5
D1391174233D315398FE2830AC6B2B66BCCDO1 BOAG634899F 339B7879F1DB85712E9DC4E4B1C6C8355570C1D2DCB53493DF1 81 75A9C53D1128B592B4C72D9° 71 36F5542FEB981CBF
E8012FDD30361F288A42BDSEBBOSBABOAS640E1AC487T63B2ABD1945F EE36B2D55E1 D50A1C86CEDODD141C4E TBE2D32D9BS62A0F SE2E927T020E91F58B5 TEBOACDDA106AS9302DTE
O2ADSFO6E851A45F A1CFE8B86029A0F T2 7TF65A8F 4 15F 335 7T2E2F DAB6QT3F0OC21B8B54C3823DB2EFOG892TESDT47498F QOB86S6 Y

20120821045110 2 6 100 1535 5
D1391174233D315398FE2830AC6B2B66BCCDO1BOA634899F 339B 78 7OF1DB85712E9DC4E4B1C6C8355570C1D2DCB53493DF18175A9C53D1128B592B4C72D9' 71 36F5542FEB981CBF
E8012FDD30361F288A42BDSEBBOSBABOAS640E1AC48763B2ABD1945F EE36B2D55E1 D50A1C86CEDODD141C4E TBE2D32D9BS62A0F SE2E927020E91F58BS TEBOACDDA106A59302DTE
O2AD5F6E851A45FA1CFE8S6Q29A0F T2 TF65A8F 4 75F 33572E2FDABGOT3FOC21B8B54C3823DB2EFQ6892TESD T4 7498FQOBA267 7

20120821045639 2 6 100 2047 2

DD2047CBDBB6F8E919BC63DE885B34DOF DOE3DB2887D8B46F E249886ACEDO6B46DFCD5553168185FD3761221°71CD892TECO120F ASBDO1F0O1DO3ES8281FEA9A1ABEQ7631C828E4181
oF 34FDCDF 78 7419FE13A3137649AA03D2584230DF 5F 24B5COOC88BTDTDE436'7693428C 71303 76F 21 8A53E853B0851BAB TC53C15DAT839CBE1285DB63F 6F A45C1BB59FE1C5BB918F
OF 8459D TEF 6QACFF5COF AOF 3FCAD1CoF4CE4416D4F 4B36BOSCDCEBE4FB8T79E9584 TEFBC6449CD190248843BCTEDB145FBF CA4EDBB1A3CO59298F08F 3BA2CFBE231BBE204BEGF 906
209D28BD4820AB3ETBEOGC26AESBAB09ADDED1 ASAOBOOSESSTOFA4C469 TE116B8119892C0604293680B0OOD63
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20120821044040
20120821044040
2012082104404
20120821045107
20120821045110
20120821045039

/etc/ssh/moduli

DO DD DN DN DD
o)y O OO O O

O

100
100
100
100
100
100

1023
1023
1023
1535
1535
2047

O

N O1 O DN DN

$O0penBSD: moduli,v 1.13 2015/05/28 00:03:06 dtucker Exp $
Time Type Tests Tries Size Generator Modulus

DO27'TDA...
0935433...
DO27'TDA...
D139117...
D139117...
DD2047C...



/etc/ssh/moduli

$O0penBSD: moduli,v 1.13 2015/05/28 00:03:06 dtucker Exp $
Time Type Tests Tries Size Generator Modulus

# 20120821044040 2 06 100 1023 5 D927TDA..
# 20120821044040 2 0 100 1023 2 06935483..
# 2012082104404°7 2 6 100 1023 2 DO27TDA..
20120821045107 2 ©6 100 1535 © D139117..
20120821045110 2 ©6 100 1535 © D139117..
20120821045639 2 6 100 2047 2 DD2047C..




KexAlgorithms \
curvez25519-sha?256, \
curve259519-sha256@libssh.org, \
diffie-hellman—-group-exchange-sha2bt, \
diffie-hellman-group18-shad12, \
diffie-hellman-group16-shads12, \
diffie-hel Iman-group14-sha2s56



HostT x

KexAlgorithms \
curvez25519-sha2256, \
curve259519-sha256@libssh.org, \
diffie-hellman—-group-exchange-shal2bt, \
diffie-hellman-group18-shad12, \
diffie-hellman-group16-shad12, \
diffie-hel Iman-group14-sha2s56



Key lypes

PubkeyAcceptedKeyTypes




ssh —-Q key

ssh 6.3+



$ ssh -Q key

ssh—-ed25519
ssh—-ed29519-cert-v@1@openssh.com

ssh-rsa

ssh—-dss

ecdsa-sha2-nistp256

ecdsa-sha2-nistp3384

ecdsa-shaZ2-nistpoZ1l
ssh-rsa-cert-v1@openssh.com
ssh—-dss—-cert-v1@openssh.com
ecdsa-shaZ-nistp2560-cert-v1@openssh.com
ecdsa-shaZ2-nistp384-cert-v1@openssh.com
ecdsa-sha2-nistpd21-cert-v1@openssh.com


mailto:ecdsa-sha2-nistp521-cert-v01@openssh.com
mailto:ecdsa-sha2-nistp521-cert-v01@openssh.com

$ ssh -Q key
ssh—-ed25519
ssh—-ed29519-cert-v@1@openssh.com

ssh—-1rsa
ssh—ass

ecdsa—shaZristpZ2o6
eedsa—SshaZ—Ristp384
eedsa—shaz—ristpozt

ssh-rsa-cert-v1@openssh.com

€ S FIHAOBEeRSSH-COF
CCaSa—SHaA—F S3AS6—EE +HaHeoper
CogSo—SHaA—F SSS4—E€ HAHeoper
CoaSo—Shad—F SIS S +AHAoper


mailto:ssh-dss-cert-v01@openssh.com
mailto:ssh-dss-cert-v01@openssh.com
mailto:ecdsa-sha2-nistp521-cert-v01@openssh.com
mailto:ecdsa-sha2-nistp521-cert-v01@openssh.com

HOST x

PubkeyAcceptedKeyTypes
ssh—-ed25519-cert-v0@1@openssh.com, \
ssh—-ed25519, \
ssh-rsa-cert-v@1@openssh.com, \
ssh-rsa



Message Authentication

MACs



ssh —-Q mac

ssh 6.3+



strings /usr/sbin/sshd | \

grep "mac" | \
grep v ||[:%]n | \
head -1 | tr ', ' "\n'



$ ssh -Q mac

nmac-shal

nmac-shal-96

nmac—-shaz2-256

nmac-sha2Z2-512

nmac—-mdo

nmac—-mdo-96

nmac-ripemdl 60

nmac-r 1pemdl60@openssh.com
umac-64@openssh.com
umac-128@openssh.com
nmac-shal-etm@openssh.com
nmac-shal-96-etm@openssh.com
nmac-shal2-256-etm@openssh.com
nmac-shazZ-512—-etm@openssh.com
nmac—-mdo—-etm@openssh.com
nmac—-mdo-96-etm@openssh.com
nmac-ripemdlo0-etm@openssh.com
umac-064—-etm@openssh.com
umac-128-etm@openssh.com




$ ssh -Q mac
Amae—shat

Amae—shal—96

nmac—-shaz2-256

nmac-sha2Z2-512

roe—mas

Amae—mdo—96

nmac-ripemdl 60

nmac-r 1pemdl60@openssh.com
umac—-64@openssh.com
umac-128@openssh.com
roe—shat—etmildopenssh—aom
Amae—shat—96—etm@openssh—com
nmac—-shazZ-256—-etm@openssh.com
nmac-shazZ-512—-etm@openssh.com
roe—mdo—etmdopenssh—aom
roe—mdo—Ob—etmdopenssh—com
nmac-ripemdlo0-etm@openssh.com
umac-064—-etm@openssh.com
umac-128-etm@openssh.com
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mailto:hmac-md5-etm@openssh.com
mailto:hmac-md5-etm@openssh.com

$ ssh -Q mac
Amae—shat

Amae—shal—96

nmac—-shaz2-256

nmac-sha2Z2-512

roe—mas

hmae—mdo—96

nmac-ripemdl 60

nmac-r 1pemdl60@openssh.com
vmae—64@openssh—com
umac-128@openssh.com
Arae—shat—etmlopenssh—com
rae—shat—O6—etmidopenssh—com
nmac—-shazZ-256—-etm@openssh.com
nmac-shazZ-512—-etm@openssh.com
Rae—mdo—etmldopenssh—com
rae—mdo—Sb—etmdopenssh—com
nmac-ripemdlo0-etm@openssh.com
toe—b4——etmdopenssh—aom

umac—-128-etm@openssh.com
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mailto:hmac-md5-etm@openssh.com
mailto:hmac-md5-etm@openssh.com
mailto:umac-128-etm@openssh.com
mailto:umac-128-etm@openssh.com

Host
MACs \

hmac—-sha2-512-etm@openssh.com, \
hmac-shaZ2-256-etm@openssh.com, \
hmac—-ripemdl60-etm@openssh.com, \
umac-128-etm@openssh.com, \
hmac-sha2-512, \
hmac—-sha2-256, \
hmac-ripemdl160@openssh.com, \
hmac-ripemd160, \
umac-128@openssh.com



Symmetric ciphers



ssh —Q cipher

ssh 6.3+



$ ssh -Q cipher
3des—-cbc

blowfish-cbc

cast128-cbc

arcfour

arcfour128

arcfour256

aes128-cbc

aesl192-cbc

aes2956—-cbc
rijndael-cbc@]lysator.liu.se
aesl28-ctr

aesl192-ctr

aes250-ctr
aes128-gcm@openssh. com
aes256—-gcm@openssh. com
chacha20-poly1305@openssh.com




$ ssh -Q cipher
3des—ebe

blewfish—ebe

eastiZ8—ebe

arcfour

arcfour128

arcfour256

aes128-cbc

aesl192-cbc

aes2956—-cbc
rijndael-cbc@]lysator.liu.se
aesl28-ctr

aesl192-ctr

aes250-ctr
aes128-gcm@openssh. com
aes256—-gcm@openssh. com
chacha20-poly1305@openssh.com




$ ssh -Q cipher
Sdes—ebe

blowfish ecbe
castii8—ebe

arcfour

arcfouri128

arcfour2s6
gestZ8—cbe

Hdael—ebellysater—tiu-—se
aesl128-ctr

aes192-ctr

aes2o50-ctr
aes128-gcm@openssh. com
aes256—-gcm@openssh. com

chacha20-poly1305@openssh.com
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$ ssh -Q cipher

aesl128-ctr

aes192-ctr

aes2o50-ctr
aes128-gcm@openssh. com
aes256—-gcm@openssh. com
chacha20-poly1305@openssh.com




HOosStT
Ciphers

chacha20-poly1305@openssh.com,
aes2b0—-gcecm@openssh. com,
aes128—-gcm@openssh. com,
aes2o50-ctr,

aes192-ctr,

aes128-ctr



ssh -Q cipher-auth



$ ssh -Q cipher-auth
aes128-gcm@openssh . com
aes250—-gcm@openssh. com
chacha20-poly1305@openssh.com



111



Client Hardening

CVE-2016-0777
CVE-2016-0778




# Prevent client bug CVE-2016-0777, CVE-2016-0778
HOST x

UseRoaming no

~/.ssh/config



